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An “SSO . Tax” is Inevitable — Finally!

It took decades, but Authentication 
standards replaced “roll-your-own” 
user login & password systems

When will Authorization standards 
reach the same level of maturity? 

• Why will we need AuthZ? 
• What problems will it solve?
• How soon will it be adopted?



Outline of this talk

1. Who I am, 
and why I care about a crisis of complexity in Cloud security 

2. What I’ve learned about AuthZ,
from editing a newsletter about AuthZ every week in 2024

3. Why I believe AuthZ must interoperate,
 to connect decentralized services and enable safe AI agents

How I envision AuthZ will work with LLMs & automated reasoning,
to simplify security using “proven policies in plain English”



Dr. Rohit Khare, Software Architect

“Forrest 

Gump 

of the 

Web”

“Middle-

aged

prodigy”

“Who?”

“Forrest Gump”

• Worked for 
one two Nobel 
Prize winners
• Hired by one 
two Turing 
Award winners
• On Wikipedia

• Translate API
• Pub/Sub GA
• Cloud IoT 1.0
• ML Engine
• IAM & Forseti
• Napa/Mesa





Putting the 
Puzzle 

Pieces in 
Place:

 
Envisioning
a Decent 

IAM…

(Excerpt from my 2003
graduate research)



2. What I’ve 
Learned

AuthZ Clipping Service

authz.substack.com

http://authz.substack.com


A…
… is for Authorization, 

which spells out 
“who can do what”

— yet can’t tell us “everyone who 
could do something”? 

— nor whether there’s “someone 
who can do anything”?

— or even explain “everything 
someone could do”?



B…
… is for “Bond, James 
Bond,” identified as an 

importer & exporter who 
wouldn’t scare me.



C…
… is for Carry, concealing 

his handguns and a License 
to Kill — run for the hills!

“Larry B. Max is an unusual specialist … Reading 
into tax-evasion and money-laundering rings the 

way a virtuoso pianist would read Mozart”



D…
… is for Deny, the default 

path to security.

— If only there were NoBAC, there 
would be no breaches or attacks

… although our developer velocity 
would be severely set back!

— AuthZ architectures tradeoff 
privilege against productivity



E…
… is for Error, a message 

that explains nothing at all.

— … since helpful hints for how to 
ask for access might aid an 
employee… or an enemy!

— Least Privilege so strict it 
wouldn’t even reveal what went 
wrong, nor how to ask for access



F…
… is for Formal Methods, 
that use logic to replace 
Intuition with Invariants

— Enforced by pre-crime 
promises from Theorems turned 
into Laws, pure and stoic!

— Avoiding ACLs with Turing 
tar-pits is the critical insight of 
Amazon Cedar, AWS’ approach to 
Verified Permissions and Access

— AWS’ Zelkova automated 
reasoning dates back to 2018

https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/


G…
… is for Git, or 

it didn’t happen!

— for when an insider appears 
with access ill-gotten, where is 
the administrative paper trail 
tracking all of those approvals and 
inactions?

— Security Policies are Software, 
Too, harkening back to the origin 
of version control research in 
Software Process are Software, Too

https://dl.acm.org/doi/pdf/10.1145/253228.253440


H…
… is for the Humans, who 
command (and abandon) 

devices by the dozen

… and since each device and each 
computer has containers and calls 
cascading to yet other services on 
their behalf, that means chasing 
down more Non-Human Identities

– NHI standards like SPIFFE and 
SPIRE may be based on digital 
signatures from PKIs, but it’s a 
WIMSE-ical adventure to map 
between people and processes…

Workload Identity in Multi System Environments



I…
… is for Intelligence, 

Artificial at best, 
Superficial at worst!

— AI appears everywhere today
… except in actual productivity?

— Agents need to incorporate only 
the information users are 
authorized to access, before 
answering or acting!

— Forgetting is the hardest part



J…
… is for Jot, spelled ‘JWT’ 

and as short as a tittle, yet 
can delegate access like a 

drunk after a tipple!

— Digitally-signed Web tokens in 
AuthN/Z protocols differ from 
PKI for digital signatures

— Much more secure than 
cookies, yet still can cause 
confused deputies if careless

— They are close cousins to 
pre-signed URLs for ‘temporary’ 
storage access: Azure AI accident

https://www.wiz.io/blog/38-terabytes-of-private-data-accidentally-exposed-by-microsoft-ai-researchers


K…
… is for Knowledge, of the 
true power of permissions 
finer-grained than flour, 

yet obsoleted within hours
permissions.cloud

https://permissions.cloud/


L…
… is for Language, with 
which we are cursed by 
the dozen, lacking any 

Rosetta Stones for cousins

— From XACML to ALFA, with 
IDQL, and OPA with Rego and 
CEL, not to mention Kogito, 
Drools, and clones of Zanzibar…

— Boundaries are blurred 
between policy engines and 
“their” own policy languages 
(e.g. Topaz is multi-language)



M…
… is for Mandatory, which 

some access controls 
aspire to be

— Locking out meddling kids from 
configuring controls can be 
necessary, mostly in the military

— Today, almost all ACLs would be 
considered ‘Discretionary’

… Since careful configuration can 
still enforce segregation of duties



N… is for the North Star that 
guides us on the path to 
least-privilege and helps shift-left 
and shift-closer every night.

O… is for Open Policy Agent, an 
enforcer-in-a-box who rules the 
land of Kubernetes, but emerged 
from the tar-pits of Turing. 

North Star — Open Policy Agent — Policy — Questions

P… is for Policy, at the Point of 
Enforcement, or Administration, 
or Information, or even Decisions 

Q… is for Questions that cannot 
yet be asked or answered, like 
“How many interns could copy 
passports from passengers?”



R… is for ReBAC, from the 
promised island of Zanzibar, 
where you ask not what you can 
do on your own, but how each 
action associates one to another 

S… is for Superusers, cosplay 
heroes with Kleene stars on their 
shields who save the day, but by 
breaking glass and run roughshod 
over the path to least privilege

ReBAC — Superusers — Tags — Units

T… is for a Tag, which is “It” for 
ABAC, begging the question: 
“Who will watch the taggers? 
Banksy knows, and arranges 
accordingly…”

U… is for a Unit, Organizational or 
otherwise, aggregating and 
inheriting policies leaving it clear 
as mud which are going to apply



V… is for Verified Permissions, 
the most conspicuously esoteric 
and advanced computer science 
that Amazon’s ever sold

W… is for Wiki, where all can 
contribute, quickly and equally, to 
all the laws and guardrails we are 
always adjudicating and altering 

Verified Permissions — Wiki — X — Why?

X… is for X, that variable worth 
solving for, to prove who could do 
what, to which things, and when?

Y… is for Why?, the most plaintive 
call of all, after breaches are 
reconstructed from forensic files 
that failed to log what went 
wrong, while it was happening.



Z…
… is for Zen, a state with 

checks all in balance
— once AuthZEN allows all access 
controls to be written in any 
policy language, integrating all of 
the pieces, and all at peace.



3. What I’m 
Exploring

Decentralizing IAM & AuthZ

DecentIAM.com

http://decentiam.com


“Proven Policies” with Cedar

Access Control Lists, Permissions, 
Entitlements, Capabilities — all 
these alternatives are appealing

All can become analytically 
intractable if expressed using 
conditions, branches, or regular 
expressions, that aren’t invertible



“Reasoning” with Solvers

The open-source playground at 
CedarPolicy.com has one unique 
implementation, written in Dafny

That means there are formal 
semantics to grant or deny.

Of course, verification of an 
abstraction does not mean it’s 
actually a secure implementation!

Rust is fuzz-tested 108 times/day

http://cedarpolicy.com


“Plain English” with Chatbots
“Interns can’t access passports”

→ What’s an intern? 

“Interns@ can’t read passports”

→ What about test passengers?

“Interns@ can’t query any tables 
with passport numbers from 
production systems”

→ What if managers approve?
→ What about support cases?

“Interns@ can only query any 
tables with passport numbers in 
production when manager 
approves & passenger consents”

Turning natural language into 
code risks creating hallucinations

… but bad policies are even riskier

So instead of using language 
models to generate ACLs, imagine 
a co-pilot for creating constraints

And instead of answering security 
audits, edit the answers to suit…



“Version Control” with Iambic
template_type: NOQ::Okta::Group

idp_name: main

iambic_managed: enforced

properties:

  name: engineering_interns

  description: Engineering Interns

  members:

    - username: intern1@foo.com

      expires_at: 2024-09-01 

# Interns last day

    - username: intern2@foo.com

      expires_at: 2024-11-01

At Noq, we open-sourced a new 
language for “IAM, but in code”

Deployed faster than Terraform

Even temporary escalated access 
appears in auditable commit logs

Simulate impact of policy changes 
by replaying past CloudTrail logs

GitHub.com/noqdev/iambic

http://github.com/noqdev/iambic


“Collaborate” with Policypedia

The original sin of Policy-as-Code 
is coders don’t care about policy

An open-source repository of 
controls is only legible to Devs

Other stakeholders deserve docs 
clear enough to edit as peers

Every policy has an exception, so 
every page deserves debates, too.



“Elastic AuthN” with CAEP

For AuthN, Continuous Access 
Evaluation Protocol (CAEP) 
addresses the dimension of time: 

● When an employee travels 
abroad; a key leaks; or taking 
a high-risk actions…

● … then ask the user to tap 
their token; switch to a 
corporate device; or escalate 
for manager approval



“Elastic AuthZ” as Economics

For AuthZ, there’s frontier beyond 
grant vs. deny: quotas & budgets:

● Do enough resources exist?

● Can you afford to pay for it? 

● Have you tried it too often?

● Does it re-identify people?

● Have users consented to it?



“Decentralization” for Agents

The “killer app” for a Decent IAM 
is search, or “permissioned RAG”

Importing information requires 
importing ACLs along with it

Enforcing ACLs without waiting 
for original systems to respond 
requires portable emulation

“Google Translate” for guardrails? 



Drawing Conclusions for the Future of AuthZ

External AuthN is “easier” to 
sell, since all apps have users

External AuthZ is “harder” to 
sell, since problems with 
permissions only appear later, 
accumulating over time

Converting teams one app at 
a time may take longer to 
adopt than integrating ACLs



My 
Role

Model:
 

“Health
care, 
but 

funny!”


